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(57) ABSTRACT

A read image capturing system includes a reading device, a
read image capturing circuit, and a signature managing
circuit. The reading device reads an image from an original
document. The read image capturing circuit captures the
read image read by the reading device. The signature man-
aging circuit manages a signature image for causing the read
image capturing circuit to capture the read image as a
signature capturing image for each user. The read image
capturing circuit that captures the read image in association
with a user who is associated with the signature capturing
image by the signature managing circuit, the signature
capturing image having a similarity degree with the signa-
ture image included in the read image equal to or more than
a similarity degree for capture.

15 Claims, 6 Drawing Sheets
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1
READ IMAGE CAPTURING SYSTEM THAT
CAPTURES READ IMAGE IN ASSOCIATION
WITH USER, READ IMAGE CAPTURING
DEVICE, AND RECORDING MEDIUM

INCORPORATION BY REFERENCE

This application is based upon, and claims the benefit of
priority from, corresponding Japanese Patent Application
No. 2014-172106 filed in the Japan Patent Office on Aug. 26,
2014, the entire contents of which are incorporated herein by
reference.

BACKGROUND

Unless otherwise indicated herein, the description in this
section is not prior art to the claims in this application and
is not admitted to be prior art by inclusion in this section.

There is known a system that causes a user to log on using
an ID and a password. With the system causing the user to
log on using the ID and the password, after the user has
logged on the system using the 1D and the password, a
reading device captures an image read from an original
document so as to capture the image, which has been read
from the original document by the reading device, in asso-
ciation with the user.

SUMMARY

A read image capturing system according to an aspect of
the disclosure includes a reading device, a read image
capturing circuit, and a signature managing circuit. The
reading device reads an image from an original document.
The read image capturing circuit captures the read image
read by the reading device. The signature managing circuit
manages a signature image for causing the read image
capturing circuit to capture the read image as a signature
capturing image for each user. The read image capturing
circuit captures the read image in association with a user
who is associated with the signature capturing image by the
signature managing circuit, the signature capturing image
having a similarity degree with the signature image included
in the read image equal to or more than a similarity degree
for capture.

These as well as other aspects, advantages, and alterna-
tives will become apparent to those of ordinary skill in the
art by reading the following detailed description with ref-
erence where appropriate to the accompanying drawings.
Further, it should be understood that the description pro-
vided in this summary section and elsewhere in this docu-
ment is intended to illustrate the claimed subject matter by
way of example and not by way of limitation.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a read image capturing system according
to an embodiment of the disclosure.

FIG. 2 illustrates the configuration of an MFP according
to the embodiment.

FIG. 3 illustrates the configuration of a computer accord-
ing to the embodiment.

FIG. 4 illustrates an operation of the computer according
to the embodiment when the computer stores a signature
capturing image.

FIG. 5 illustrates an operation of the MFP according to the
embodiment when the MFP reads an image from an original
document.
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2

FIG. 6 illustrates an operation of the computer according
to the embodiment when the computer captures a read
image.

DETAILED DESCRIPTION

Example apparatuses are described herein. Other example
embodiments or features may further be utilized, and other
changes may be made, without departing from the spirit or
scope of the subject matter presented herein. In the follow-
ing detailed description, reference is made to the accompa-
nying drawings, which form a part thereof.

The example embodiments described herein are not meant
to be limiting. It will be readily understood that the aspects
of the present disclosure, as generally described herein, and
illustrated in the drawings, can be arranged, substituted,
combined, separated, and designed in a wide variety of
different configurations, all of which are explicitly contem-
plated herein.

The following describes an embodiment of the disclosure
with reference to the drawings.

First, a description will be given of a configuration of a
read image capturing system according to the embodiment.

FIG. 1 illustrates a read image capturing system 10
according to the embodiment.

As illustrated in FIG. 1, the read image capturing system
10 includes a Multifunction Peripheral (MFP) 20 and a
computer 30 such as a Personal Computer (PC). The MFP20
functions as an image reading apparatus for reading an
image from an original document. The computer 30 ensures
a specific workflow system such as a workflow system for
approval in a company. The MFP 20 and the computer 30 are
connected in a communicable manner with each other via a
network 11 such as a Local Area Network (LAN) and the
Internet.

FIG. 2 illustrates the configuration of the MFP 20.

As illustrated in FIG. 2, the MFP 20 includes an operation
unit 21, a display unit 22, a scanner 23, a printer 24, a
facsimile communication unit 25, a network communication
unit 26, a storage unit 27, and a control unit 28 that controls
the entire MFP 20. The operation unit 21 is an input device
such as a button for inputting various operations. The
display unit 22 is a display device such as a Liquid Crystal
Display (LCD) that displays various types of information.
The scanner 23 is a reading device that reads an image from
an original document. The printer 24 is a print device that
executes a print job on a recording medium such as a paper
sheet. The facsimile communication unit 25 is a facsimile
device such as a facsimile communication board that per-
forms facsimile communication with an external facsimile
device via a communication line such as a dial-up line. The
network communication unit 26 is a network communica-
tion device such as a network interface card that communi-
cates with an external device via the network 11 (see FIG.
1). The storage unit 27 is a non-volatile and non-transitory
computer-readable storage device such as an Electrically
Erasable Programmable Read Only Memory (EEPROM)
and a Hard Disk Drive (HDD) that stores various data.

The control unit 28 is a circuit that includes, for example,
a Central Processing Unit (CPU), a Read Only Memory
(ROM), which stores a program and various data, a Random
Access Memory (RAM), which is used for a work area of the
CPU. CPU executes a program stored in the ROM or the
storage unit 27.

FIG. 3 illustrates the configuration of the computer 30.

As illustrated in FIG. 3, the computer 30 includes an
operation unit 31, a display unit 32, a network communica-
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tion unit 33, a storage unit 34, and a control unit 35 that
controls the entire computer 30. The operation unit 31 is an
input device such as a computer mouse and a keyboard for
inputting various operations. The display unit 32 is a display
device such as a LCD that displays various types of infor-
mation. The network communication unit 33 is a network
communication device such as a network interface card that
communicates with an external device via the network 11
(see FIG. 1). The storage unit 34 is a non-volatile storage
device such as a HDD that stores a program and various
data.

The storage unit 34 stores a read image capturing program
34a to capture a read image read from an original document
such as a note-register by the scanner 23 (see FIG. 2) in
association with a user. Namely, the computer 30 is config-
ured as a read image capturing device according to the
disclosure.

The storage unit 34 can store a sighature capturing image
345 for capturing the read image and a signature capture
inhibiting image 34c¢ for inhibiting capture of the read image
for each user. Identification information of the associated
user (hereinafter referred to as “user identification informa-
tion”) is associated with each of the signature capturing
image 345 and the signature capture inhibiting image 34c.
Identification information (hereinafter referred to as “signa-
ture image identification information™) is added to each of
the signature capturing image 345 and the signature capture
inhibiting image 34c.

The control unit 35 includes, for example, a CPU, a ROM,
which stores a program and various data, and a RAM, which
is used for a work area of the CPU. The CPU is a circuit that
executes the program stored in the ROM or the storage unit
34.

The control unit 35 executes the read image capturing
program 34a, which is stored in the storage unit 34, to
function as a read image capturing unit 35a, which captures
the read image read from the original document by the
scanner 23, and a signature managing unit 356. The signa-
ture managing unit 355 is a circuit that manages the signa-
ture image for each user.

Next, an operation of the read image capturing system 10
will be described.

First, a description will be given of the operation of the
computer 30 when the computer 30 stores the signature
capturing image 34b.

When the start of the process to store the signature
capturing image 34b is instructed via the operation unit 31
or the network communication unit 33, the signature man-
aging unit 356 of the computer 30 starts the operation
indicated in FIG. 4.

FIG. 4 illustrates the operation of the computer 30 when
the computer 30 stores the signature capturing image 345.

As illustrated in FIG. 4, the signature managing unit 356
determines whether or not a combination of the user iden-
tification information and the signature image is input via
the network communication unit 33 until the signature
managing unit 356 determines the combination of the user
identification information and the signature image is input
via the network communication unit 33 (Step S101). Here,
the signature image can be read by the scanner 23 of the
MEFP 20, for example.

When the signature managing unit 356 determines that a
combination of the user identification information and the
signature image is input at Step S101, the signature man-
aging unit 3556 causes the storage unit 34 to store the input
signature image as the signature capturing image 344 in
association with the input user identification information
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(Step S102). Namely, the signature managing unit 356
causes the storage unit 34 to store the signature image as the
signature capturing image 345 for each user.

Next, the signature managing unit 355 causes the storage
unit 34 to store the signature image, which is stored as the
signature capturing image 345 at Step S102, as the signature
capture inhibiting image 34c¢ in association with the user
identification information, which is associated with the
signature capturing image 345 at Step S102 (Step S103).
Namely, the signature managing unit 355 causes the storage
unit 34 to store the signature image as the signature capture
inhibiting image 34c¢ for each user.

The signature managing unit 355 terminates the operation
indicated in FIG. 4 after the process of Step S103.

Next, a description will be given of the operation of the
read image capturing system 10 when the read image
capturing system 10 captures a read image, which is read
from an original document including a handwritten signature
by the scanner 23, in association with a user.

First, the operation of the MFP 20 when the MFP 20 reads
an image from an original document will be described.

FIG. 5 illustrates the operation of the MFP 20 when the
MEFP 20 reads an image from an original document.

As illustrated in FIG. 5, the control unit 28 of the MFP 20
reads an image from an original document by the scanner 23
(Step S131). Then, the control unit 28 extracts a signature
image from the read image, which is read from the original
document by the scanner 23 (Step S132).

The control unit 28 then determines whether a for-capture
signature image 345 whose degree of resemblance to the
signature image extracted in Step S132 is at least a for-
capture degree of resemblance is stored in the storage unit 34
of the computer 30 (Step S133). That is, the control unit 28
checks for similarity in conformation between the signature
image extracted in Step S132, and the for-capture signature
images 34b stored in the storage unit 34 of the computer
30—namely, for similarity in the handwriting of the signa-
tures.

If the control unit 28 determines in Step S133 that a
for-capture signature image 3454 of the for-capture degree of
resemblance is in storage, then it determines whether among
capture-prohibiting signature images 34c¢ correlated with
user identification information in turn correlated with the
for-capture signature image 3456 whose degree of resem-
blance to the signature image extracted in Step S132 is at
least the for-capture degree of resemblance, a capture-
prohibiting signature image 34¢ whose degree of resem-
blance to the signature image extracted in Step S132 is not
less than a capture-prohibiting degree of resemblance is
stored in the storage unit 34 of the computer 30 (Step S134).
That is, the control unit 28 checks for similarity in confor-
mation between the signature image extracted in Step S132,
and the capture prohibiting signature image 34c stored in the
storage unit 34 of the computer 30—namely, for similarity
in the handwriting of the signatures. Herein, the capture
prohibiting degree of resemblance is a degree of resem-
blance higher than the for-capture degree of resemblance—
such as that in the case where the signature image extracted
in Step S132 and the capture-prohibiting signature image
34c¢ perfectly coincide.

If the control unit 28 determines in Step S134 that no
capture-prohibiting signature image 34¢ of at least the
capture-prohibiting degree of resemblance is in storage, then
it transmits the read image read out in Step S131, and
signature-image identification information for the for-cap-
ture signature image 345 determined in Step S133 to have a
degree of resemblance not less than the for-capture degree of
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resemblance, to the computer 30 via the network commu-
nications unit 26 (Step S135), and terminates the operation
represented in FIG. 5.

If the control unit 28 determines in Step S134 that a
capture-prohibiting signature image 34¢ of at least the
capture-prohibiting degree of resemblance is in storage, then
it transmits the read image read out in Step S131, and
signature-image identification information for the capture-
prohibiting signature image 34c¢ determined in Step S134 to
have a degree of resemblance not less than the capture-
prohibiting degree of resemblance, to the computer 30 via
the network communications unit 26 (Step S136), and
terminates the operation represented in FIG. 5.

If the control unit 28 determines in Step S133 that no
for-capture signature image 345 of at least the for-capture
degree of resemblance is in storage, then it transmits the read
image read out in Step S131 to the computer 30 via the
network communications unit 26 (Step S137), and termi-
nates the operation represented in FIG. 5.

Next, the operation of the computer 30 when the computer
30 captures a read image will be described.

The read image capturing unit 35« of the computer 30 is
a circuit that executes the operation indicated in FIG. 6 when
a read image is transmitted from the MFP 20.

FIG. 6 illustrates the operation of the computer 30 when
the computer 30 captures a read image.

As illustrated in FIG. 6, the read image capturing unit 35a
of the computer 30 receives a read image transmitted from
the MFP 20 via the network communication unit 33 (Step
S161).

Next, the read image capturing unit 35a determines
whether or not the read image capturing unit 35a has
received the signature image identification information of
the signature capturing image 345 together with the read
image at Step S161 (Step S162).

Assume that the read image capturing unit 35a determines
that the read image capturing unit 35¢ has received the
signature image identification information of the signature
capturing image 345 at Step S162. In this case, the read
image capturing unit 35a captures the read image received
at Step S161 in a workflow system, in association with a user
indicated by the user identification information, which is
associated with the signature capturing image 345 indicated
by the transmitted signature image identification informa-
tion (Step S163). Namely, the read image capturing unit 35q
captures the read image in a workflow specified for each
user. The computer 30 executes a subsequent process in the
workflow system (not illustrated) after capturing the read
image in the workflow system.

After the process at Step S163, the signature managing
unit 355 extracts a signature image from the read image
received at Step S161 (Step S164).

Next, the signature managing unit 356 causes the storage
unit 34 to store the signature image extracted at Step S164
as the signature capture inhibiting image 34c¢ in association
with the user identification information, which is associated
with the signature capturing image 344 indicated by the
signature image identification information received at Step
S161 (Step S165). Namely, the signature managing unit 355
causes the storage unit 34 to store the signature image as the
signature capture inhibiting image 34c for each user.

After the termination of the process of Step S165, the
signature managing unit 3556 terminates the operation indi-
cated in FIG. 6.

When the read image capturing unit 35a determines that
the read image capturing unit 35a has not received the
signature image identification information of the signature
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capturing image 344 at Step S162, the read image capturing
unit 35a determines whether or not the read image capturing
unit 354 has received the signature image identification
information of the signature capture inhibiting image 34c
together with the read image at Step S161 (Step S166).

When the read image capturing unit 354 determines that
the read image capturing unit 35a has received the signature
image identification information of the signature capture
inhibiting image 34c¢ at Step S166, the read image capturing
unit 35a records the read image received at Step S161 in a
log as a read image including a signature illegally reused
(Step S167).

When the read image capturing unit 354 determines that
the read image capturing unit 35¢ has not received the
signature image identification information of the signature
capture inhibiting image 34c¢ at Step S166, the read image
capturing unit 35a records the read image received at Step
S161 in a log as a read image without valid signature (Step
S168).

After the termination of the process of Step S167 or Step
S168, the read image capturing unit 35¢ terminates the
operation indicated in FIG. 6.

As described above, the read image capturing system 10
captures the read image in association with a user associated
with the signature capturing image 344, the similarity degree
of' which with the signature image included in the read image
read by the scanner 23 is equal to or more than the similarity
degree for capture (Step S163). Accordingly, the read image
capturing system 10 can facilitate the operation for capturing
the read image in association with the user. Namely, the read
image capturing system 10 can capture the read image in
association with the user without causing the user to log on
using the ID and the password as conventional. Accordingly,
the read image capturing system 10 can reduce the occur-
rence of congestion even when many users request to
capture the read image one after another, for example.

When the similarity degree of the signature image
included in the read image and the managed signature
capture inhibiting image 34c is equal to or more than the
similarity degree for inhibiting capture, the read image
capturing system 10 inhibits capture of the read image (Step
S167). Accordingly, the read image capturing system 10 can
reduce the occurrence of impersonation by illegal use of a
signature of another person included in the original docu-
ment, from which the read image was captured in the past.
For example, assume that after the signature of another
person included in the original document, from which the
read image is captured in the past, is copied, an original
document to which the copied signature is attached is
prepared. In this case, the read image capturing system 10
can inhibit capturing the read image read by the scanner 23
from such an unauthorized original document.

The read image capturing system 10 manages the signa-
ture image included in the captured read image as the
signature capture inhibiting image 34c¢ in association with
the user associated with the read image (Step S165). Accord-
ingly, the read image capturing system 10 can enhance the
function to reduce the occurrence of impersonation every
time the read image capturing system 10 captures the read
image.

The read image capturing system 10 may manages the
signature image included in the captured read image as the
signature capturing image 345 in association with the user
associated with the read image, similarly to the process at
Step S165. When the read image capturing system 10
manages the signature image included in the captured read
image as the signature capturing image 344 in association
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with the user associated with the read image, the read image
capturing system 10 can enhance the function to capture the
read image in association with the user every time the read
image capturing system 10 captures the read image.

When the read image capturing system 10 manages a
plurality of the signature capturing images 344 of an iden-
tical user, the read image capturing system 10 can employ
various kinds of conditions as the condition for capturing the
read image. For example, the read image capturing system
10 may have a configuration not to capture the read image
if the signature image included in the read image does not
have the similarity degree equal to or more than the simi-
larity degree for capture with all the plurality of the signature
capturing images 345 of the identical user. The read image
capturing system 10 may have a configuration to capture the
read image if the signature image included in the read image
has the similarity degree equal to or more than the similarity
degree for capture with any one of the plurality of the
signature capturing image 345 of the identical user.

The read image capturing system 10 is constituted to
include the MFP 20 and the computer 30. However, the read
image capturing system of the disclosure may be constituted
of the MFP 20 alone. Namely, the MFP 20 may include the
function of the computer 30. When the MFP 20 includes the
function of the computer 30, the MFP 20 constitutes the read
image capturing device of the disclosure.

According to the embodiment, the MFP 20 executes the
process such as confirmation of the similarity degree of the
read image with the signature capturing image 345 and the
signature capture inhibiting image 34¢ in addition to reading
the image from the original document and transmitting the
read image to the computer 30. However, the MFP 20 may
execute to read the image from the original document and to
transmit the read image to the computer 30 only. Namely, the
process such as confirmation of the similarity degree of the
read image with the signature capturing image 345 and the
signature capture inhibiting image 34¢ may be executed by
the computer 30.

According to the embodiment, while an MFP is employed
as an image reading apparatus, an image reading apparatus
other than the MFP such as a scan-only machine may be
employed.

While various aspects and embodiments have been dis-
closed herein, other aspects and embodiments will be appar-
ent to those skilled in the art. The various aspects and
embodiments disclosed herein are for purposes of illustra-
tion and are not intended to be limiting, with the true scope
and spirit being indicated by the following claims.

What is claimed is:

1. A read image capturing system, comprising:

a reading device that reads images from original docu-
ments;

a read-image capturing circuit that captures read images
read by the reading device; and

a signature managing circuit that manages signature
images for causing the read-image capturing circuit to
capture, on a per-user basis, read images as for-capture
signature images; wherein

the read-image capturing circuit in capturing a read image
correlates the read image to a user correlated by the
signature managing circuit with a for-capture signature
image whose degree of resemblance to a signature
image included in the read image is at least a for-
capture degree of resemblance,

the signature managing circuit manages, as capture-pro-
hibiting signature images on a per-user basis, signature
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8
images for prohibiting the read image capturing circuit
from capturing read images, and

the read-image capturing circuit prohibits read-image

capture when a degree of resemblance between a
signature image included in a read image, and a cap-
ture-inhibiting signature image managed by the signa-
ture managing circuit is not less than a capture-prohib-
iting degree of resemblance that is higher than the
for-capture degree of resemblance.

2. The read image capturing system according to claim 1,
wherein the signature managing circuit manages signature
images included in read images captured by the read-image
capturing circuit as capture-prohibiting signature images
correlated with users in turn correlated by the read-image
capturing circuit with read images.

3. The read image capturing system according to claim 1,
wherein the signature managing circuit manages signature
images included in read images captured by the read-image
capturing circuit as for-capture signature images correlated
with users in turn correlated by the read-image capturing
circuit with read images.

4. The read image capturing system according to claim 1,
wherein when the signature managing circuit receives input
of a combination of user identification information and
signature images included in read images, the signature
managing circuit manages the input signature images as
for-capture signature images and capture-prohibiting signa-
ture images correlated with the user identification informa-
tion.

5. The read image capturing system according to claim 1,
wherein the capture-prohibiting degree of resemblance is
equivalent to a signature image included in a read image
coinciding with a capture-prohibiting signature image.

6. A read image capturing device for capturing read
images read by a reading device for reading images from
original documents, comprising:

a read-image capturing circuit that captures read images;

a signature managing circuit that manages signature

images for causing the read-image capturing circuit to
capture, on a per-user basis, read images as for-capture
signature images; wherein

the read-image capturing circuit in capturing a read image

correlates the read image to a user correlated by the
signature managing circuit with a for-capture signature
image whose degree of resemblance to a signature
image included in the read image is at least a for-
capture degree of resemblance,

the signature managing circuit manacles, as capture-

prohibiting signature images on a per-user basis, sig-
nature images for prohibiting the read image capturing
circuit from capturing read images, and

the read-image capturing circuit prohibits read-image

capture when a degree of resemblance between a
signature image included in a read image, and a cap-
ture-inhibiting signature image managed by the signa-
ture managing circuit is not less than a capture-prohib-
iting degree of resemblance that is higher than the
for-capture degree of resemblance.

7. The read image capturing device according to claim 6,
wherein the signature managing circuit manages signature
images included in read images captured by the read-image
capturing circuit as capture-prohibiting signature images
correlated with users in turn correlated by the read-image
capturing circuit with read images.

8. The read image capturing device according to claim 6,
wherein the signature managing circuit manages signature
images included in read images captured by the read-image
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capturing circuit as for-capture signature images correlated
with users in turn correlated by the read-image capturing
circuit with read images.

9. The read image capturing device according to claim 6,
wherein when the signature managing circuit receives input
of a combination of user identification information and
signature images included in read images, the signature
managing circuit manages the input signature images as
for-capture signature images and capture-prohibiting signa-
ture images correlated with the user identification informa-
tion.

10. The read image capturing device according to claim 6,
wherein the capture-prohibiting degree of resemblance is
equivalent to a signature image included in a read image
coinciding with a capture-prohibiting signature image.

11. A non-transitory computer-readable recording
medium storing a read image capturing program for con-
trolling a read image capturing device that captures read
images read by a reading device for reading images from
original documents, the read image capturing program caus-
ing a computer to function as:

the read image capturing circuit; and

a signature managing circuit that manages signature

images for causing the read-image capturing circuit to
capture, on a per-user basis, read images as for-capture
signature images; wherein

the read-image capturing circuit in capturing a read image

correlates the read image to a user correlated by the
signature managing circuit with a for-capture signature
image whose degree of resemblance to a signature
image included in the read image is at least a for-
capture degree of resemblance,

the signature managing circuit manages, as capture-pro-

hibiting signature images on a per-user basis, signature
images for prohibiting the read image capturing circuit
from capturing read images, and
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the read-image capturing circuit prohibits read-image
capture when a degree of resemblance between a
signature image included in a read image, and a cap-
ture-inhibiting signature image managed by the signa-
ture managing circuit is not less than a capture-prohib-
iting degree of resemblance that is higher than the
for-capture degree of resemblance.

12. The non-transitory computer-readable recording
medium according to claim 11, wherein the signature man-
aging circuit manages signature images included in read
images captured by the read-image capturing circuit as
capture-prohibiting signature images correlated with users
in turn correlated by the read-image capturing circuit with
read images.

13. The non-transitory computer-readable recording
medium according to claim 11, wherein the signature man-
aging circuit manages signature images included in read
images captured by the read-image capturing circuit as
for-capture signature images correlated with users in turn
correlated by the read-image capturing circuit with read
images.

14. The non-transitory computer-readable recording
medium according to claim 11, wherein when the signature
managing circuit receives input of a combination of user
identification information and signature images included in
read images, the signature managing circuit manages the
input signature images as for-capture signature images and
capture-prohibiting signature images correlated with the
user identification information.

15. The non-transitory computer-readable recording
medium according to claim 11, wherein the capture-prohib-
iting degree of resemblance is equivalent to a signature
image included in a read image coinciding with a capture-
prohibiting signature image.

#* #* #* #* #*



